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KEY CONCEPTS IN CLINICAL EPIDEMIOLOGY
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Abstract

Guided by the FAIR principles (Findable, Accessible, Interoperable, Reusable), responsible data sharing requires well-organized,
high-quality datasets. However, researchers often struggle with implementing Data Management and Sharing Plans due to lack of knowl-
edge on how to do this, time constraints, and legal, technical, and financial challenges, particularly concerning data ownership and pri-
vacy. While patients support data sharing, researchers and funders may hesitate, fearing the loss of intellectual property or competitive
advantage. Although some journals and institutions encourage or mandate data sharing, further progress is needed. Additionally, global
solutions are vital to ensure equitable participation from low- and middle-income countries. Ultimately, responsible data sharing requires
strategic planning, cultural shifts in research, and coordinated efforts from all stakeholders to become standard practice in biomedical
research. © 2025 The Author(s). Published by Elsevier Inc. This is an open access article under the CC BY license (http://
creativecommons.org/licenses/by/4.0/).
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1. Introduction understanding and validation of research findings. Addi-
tionally, it can accelerate scientific progress [2], support
personalized medicine, and enable broader participation,
including citizen science. It also protects patients from un-
necessary risks by reducing the need for redundant studies,
as many questions can be answered by reusing existing
data. To achieve this, rigorous and effective procedures of
data management and sharing are required, and researchers
are increasingly mandated by funders to implement data-
management and sharing plans (DMSPs) to address this
issue.

Responsible data sharing is an ethical and scientific
imperative in clinical research [1]. Participants’ willingness
to spend their valuable time to voluntarily participate in
studies not for their own benefit but for the benefit of others
(future patients) puts a responsibility on the research com-
munity to handle and use participant data in a responsible
and ethical manner. Data sharing plays a key role in pre-
venting fraud and scientific misconduct, thereby safeguard-
ing the integrity of science and maintaining public trust.
Data sharing not only enhances transparency but also al-
lows for more in-depth analysis, leading to better
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Plain Language Summary

The challenges of data sharing

Responsible data sharing in biomedical research
adheres to the FAIR principles, which aim to make
data Findable, Accessible, Interoperable, and Reus-
able. Achieving this requires datasets to be well-
organized and of high quality. However, researchers
face significant challenges, including a lack of knowl-
edge, limited time, and various legal, technical, and
financial barriers. While patients generally support
data sharing, researchers and funders sometimes hes-
itate due to concerns about losing intellectual prop-
erty or competitive advantages. Some journals and
institutions actively promote or mandate data sharing,
but further action is needed. Global cooperation is
also crucial to ensure fair inclusion of researchers
from low- and middle-income countries. Making
responsible data sharing a standard practice will de-
mand better planning, a cultural shift within the
research community, and collaboration across all
stakeholders involved.

Accessible, Interoperable, Reusable) principles are not al-
ways systematically applied or well understood, and they
require translation into practical applications. However,
high-value data sharing is inherently tied to robust data
management practices. Low-quality datasets can result in
low-quality reuse, a phenomenon often described as
"garbage in, garbage out" (Fig).

Ensuring good quality datasets begins with a good
research protocol that clearly defines variables for a
comprehensive dataset and good quality data collection,
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Figure 1. An idealized version of value associated with data manage-
ment and data sharing. High-value data sharing requires high-quality
datasets.

particularly in clinical trials where careful monitoring is
standard practice. It is vital to document the provenance
of the data, which involves much more than simply sharing
the dataset [3]. It includes sharing the methods used to
generate the data, registration details, protocol, statistical
analysis plans, metadata, annotated case report forms, data
dictionaries, and analysis scripts. Accordingly, responsible
data sharing is most effective when planned from the outset.

However, research on clinicaltrials.gov records has
shown that often researchers do not implement DMSPs or
have a bad understanding of the latter [4]. For example,
some researchers confuse publishing with data sharing.
The first term refers to the communication of aggregated re-
sults in scientific journals, while the second refers to mak-
ing participants’ individual data available to new research
teams. To help researchers design their DMSPs, we offer
templates adapted to different types of research (https://
osf.io/rhmkw/). Blank templates with advice on how to fill
them in are available, as are examples of drafted DMSPs.

This planning ensures that patients are informed about
how their data will be used and potentially reused. Ideally,
patient representatives should be involved in discussions
about optimal data sharing methods, including aspects of
information and consent. Broad consent, while offering
flexibility, comes with its own set of benefits and risks that
must be carefully weighed. Compliance with regulations
and guidelines such as the General Data Protection Regula-
tion in Europe, the Health Insurance Portability and
Accountability Act in the USA, or the Protection of Per-
sonal Information Act in South Africa is critical and must
be addressed beforehand.

Effective data management, which requires care, dili-
gence, and proper infrastructure, is not overly complex
but demands significant resources (financial, time, and
infrastructure) and technological tools. Having knowledge-
able data stewards at research institutes, closely collabo-
rating with and advising/educating researchers on good
data management/sharing practices, is to be recommended
to promote responsible data management and sharing.
Indeed, preparing data for sharing requires adherence to
formats and standards, which are often complex and lack
interoperability. For example, the Clinical Data Interchange
Standards Consortium standards are comprehensive but can
be too restrictive and difficult for academic centers to
implement. Additionally, data management involves signif-
icant considerations around storage, platform costs, access
controls, protection of intellectual property rights, and pri-
vacy protection. Precise understanding of pseudonymiza-
tion and anonymization is essential. Pseudonymization
involves removing all directly identifying information, such
as first and last names, from a dataset. However, the data
remains pseudonymous, as it can still be linked to individ-
uals through indirect identifiers, such as numbers or specific
traits, which, when combined, could allow reidentification
of the person concerned. In contrast, anonymization elimi-
nates any link between individuals and their data. This
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process modifies the dataset to ensure that reidentification
of individuals based on their data is impossible. Adding
to the complexity of producing anonymized data, slight var-
iations in definitions exist across different countries. Ano-
nymization, while a way of avoiding the formalities
associated with data protection, is technically complex
and varies by country, often risking the removal of useful
information. Pseudonymization, with data sharing upon
request, is commonly favored but carries the risk of unful-
filled promises, as it requires compliance with data protec-
tion laws, which can be difficult to follow. There is still a
need for consensus on best practices and the resources
required to maintain the integrity and utility of shared
research data.

3. Navigating the complexities of responsible data
sharing

Responsible data sharing should be "as open as possible,
as closed as necessary" [5]. There are various approaches,
from fully open repositories to models where data are
shared upon request (see examples in Table 1) [10]. The
technical aspects of responsible data sharing include the
"five safes" framework, which ensures safe projects, safe
people, safe data, safe settings, and safe output [11,12].

This approach also involves secure servers and federated
learning, as well as compliance with regulations across
different countries, which can be particularly challenging
when higher standards have not been anticipated. Adher-
ence to the TRUST principles, which emphasize Transpar-
ency, Responsibility, User focus, Sustainability, and
Technology, is therefore crucial for the governance of re-
positories enabling data sharing [13].

The repositories cited are not an exhaustive list. Other
platforms also support data reuse, such as FigShare [14],
PhysioNet [15], BioLINCC [16].

Beyond technical and financial aspects, the practical im-
plementation of data sharing in research is rendered diffi-
cult by several barriers rooted in the fundamental
question of data ownership. One view is that patients are
the rightful owners of their data, as they are the ones who
participate in studies and take the associated risks. Patients
generally support data sharing despite the risks of reidenti-
fication [17], which remain low in comparison with the
stakes when data are properly pseudonymized and shared
using secured approaches. It is fundamental to minimize
this risk, understanding that excessive security measures
can hinder data sharing, creating barriers rather than pro-
tecting patients. On the other hand, researchers often
consider themselves the owners of the data they collect,
and sharing data can be perceived as a competitive disad-
vantage. They might fear being scooped and/or attacked
by investigations into their own work.

Funders, whether public or private, may also claim
ownership, especially when they have financed the data

collection. This could be particularly true in the pharma-
ceutical industry, where data can be treated as commer-
cially confidential information. However, several private
funders, including pharmaceutical companies, have estab-
lished data-sharing policies, although the extent and open-
ness of these efforts can vary, often leaving the final
decision to the companies [18].

In that regard, it is also important to highlight that fun-
ders should allocate additional and specifically labeled
grants/funds to data management and sharing. Underesti-
mating the time and effort it takes to clean data and make
it FAIR is common practice.

Another perspective is that no one owns the data,
viewing it instead as an immaterial common good that
comes with shared responsibilities. This shift from the
traditional model, where researchers and funders consider
they own the data, helps explain many of the cultural bar-
riers to data sharing. It is also essential to consider the spe-
cific challenges faced by low- and middle-income countries
(LMICs) in data sharing. These countries often have even
fewer resources for data management, preservation, and
storage, and lack the repositories necessary to maintain
control and sovereignty over their data. There is a risk that
wealthier countries could appropriate knowledge that
LMICs could have generated with better resources, high-
lighting the need for equitable solutions in global data-
sharing practices.

4. Aligning stakeholders’ responsibilities

Funders are increasingly establishing data-sharing pol-
icies, with the National Institutes of Health leading the
way by requiring data sharing as part of their funding con-
ditions [19]. In the pharmaceutical industry, policies such
as the European Federation of Pharmaceutical Industries
and Associations and the Pharmaceutical Research and
Manufacturers of America principles for responsible clin-
ical trial data sharing have been established, although there
are still significant challenges in accessing data even when
a company has a data sharing policy [20].

Regarding journals, the International Committee of
Medical Journal Editors has a policy for clinical trial data
sharing but is weak, and data sharing practices remain sub-
optimal [21]. Pioneering journals, such as the BMJ, have
adopted stronger policies that mandate data and code
sharing [22]. The EQUATOR network published a clear po-
sition stating that every reporting guideline must include a
data sharing item and that consensual and evidence-based
DMSPs need to be developed in the spirit of reporting
guidelines [23]. The Committee on Publication Ethics
might also help by developing guidelines to manage situa-
tions when researchers refuse to share despite promises in
their data sharing statements.

Scientific institutions have a duty to foster a research
culture that simplifies and rewards these activities. This
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Table 1. Various approaches for data sharing with examples

Approaches

Examples

Advantages and challenges

Repository with access to
data without any
restrictions

Data are freely available for
arbitrary purposes.
Mostly used to validate
findings or to develop
new hypotheses.

Repository with access to
data upon request,
providing a safe analysis
environment and
controlled transfer of
results

Data are provided based on
a data sharing agreement
between the institution
and the data provider.

Providing data upon request,
from peer to peer

Data sharing without view on
individual data, analysis
on a controlled machine

Many large datasets have to
be combined for a
common analysis;
analysis comes to the
data, but the data stay
secure and do not move.

Example of repository:

- DRYAD (https://datadryad.org/stash)

- OSF (https://osf.iof)

- TCGA (open part, https://www.cancer.
gov/ccg/research/genome-sequencing/
tcga)

Example of data:

- Anonymous data from surveys
- Anonymized nonsensitive data
- Synthetic data

Example of reuse:

- Lietal, 2024 [6]

Example of repository:

- YODA (https://yoda.yale.edu/)

- Vivli (https://vivli.org/)

- CSDR (https://www.clinicalstudydatar
equest.com/)

- NIH databases (eg, https://datashare.
nida.nih.gov/)

Example of data:

- PII data with risk of reidentification
Example of reuse:

- Gouraud et al, 2022 [7]; the
registration of this project’'s metadata
on the Open Science Framework
(https://osf.io/z9cfb/) serves as an
example of good practice in data reuse.

Example of reuse:

- Naudet et al, 2018 [8]

Example of tool:

- DataSHIELD; Wolfson et al, 2010 [9]
Example of data:

- Genomic data

- Sensitive data

- Data on rare diseases
Example of reuse:

- Meta-analyses of genome-wide
association studies

Advantages:

- Maximizes data value, reuse, and transparency
- Compliant with open data requirements from funders and journals
Challenges:

- Sharing data that contains personally identifiable information (PI1),
health records, or other sensitive data can be challenging without
proper anonymization or consent from participants

- Open repositories usually lack requirements for specific standards,
which can affect interoperability and reuse of data

Advantages:

- Facilitates data sharing of sensitive data

- Allows for customized access control

- Reduces risks for confidentiality breaches or data misuse
Challenges:

- Costs and maintenance

- Potential delays for data access

- Administrative burden on data custodians and researchers when
managing legal agreements and reviews

- Potential lack of impartiality in the management of requests

- Difficult to pool datasets from different repositories

Advantages:

- Possibility to use wider data than those available in the repository

- Allow the reuser to download the data on their machines

- Possibility of adding specific clauses depending on the reuser, eg,
concerning intellectual property rights

Challenges:

- No direct control of the work done with the data during processing
the data

- Possibly less visibility of the dataset if it is not on a repository

- Potential lack of impartiality in the management of requests

Advantages:

- Offers additional security for highly sensitive data, genomic data,
and data on rare diseases with a high risk of identifiability

- It ensures that data are only used for preapproved research purposes

- Facilitates international collaborations, reducing the need for com-
plex data transfer agreements

Challenges:

Costs for the infrastructure may be higher for the data custodians,
and researchers may also need to pay to access the data.

- Potential delays for data access

There might be a learning curve in navigating the system and per-
forming the analyses.

Researchers are limited by the tools and resources available by the
system.

NIH, National Institutes of Health; OSF, Open Science Framework; TCGA, The Cancer Genome Atlas; YODA, Yale University Open Data Access;
CSDR, Clinical Study Data Request; NIH, National Institutes of Health.
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can be achieved through comprehensive training programs
[24], aligning incentives for both data generators and re-
users, and creating resources and infrastructures that sup-
port data sharing. For example, initiatives such as the
Parasite Award (for reusers) and the Research Symbiont
Awards (for data generators) recognize and reward re-
searchers who respectively reuse and share data in creative
and sustainable ways. Further, the Hong Kong Principles
[25] propose to make open science a requirement for hiring
decisions or tenure track positions in academia. Univer-
sities and research institutions can create secure data repos-
itories, such as the one at the University of Bern.
Regulatory authorities and Health Technology Assessment
bodies may also help. The US Food and Drug Administra-
tion has a long history of reanalyzing clinical trial data but
does not mandate data sharing. The European Medicines
Agency aimed to bridge this gap for approved drugs but
failed up to date [20]. The French Haute Autorité de Santé
is also supportive of data sharing [26], but an implementa-
tion strategy is lacking.

5. Conclusion

Data sharing is essential for enhancing research integ-
rity. However, challenges persist due to varying standards
(legal, technical, financial) and sharing policies. Ignoring
the rights and contributions of stakeholders —such as pa-
tients and researchers, particularly regarding data
sovereignty— or disseminating poorly prepared data can
be counterproductive. Responsible data sharing is not
merely a technical or procedural task; it is a complex
endeavor that must be carefully planned and supported by
education, robust policies, and legal frameworks.
Achieving this requires that all stakeholders in the research
ecosystem be skilled and aligned in their efforts in order to
make data sharing possible, easy, normative, rewarding,
and eventually required [27]. Research institutes have a
large responsibility and duty here, for instance, by creating
positions for data stewards that collaborate with researchers
in planning and effectuating data-sharing practices.
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